SSH HOWTO

INTRODUCTION
SSH (Secure Shell) is a program to log into another computer over a network, to execute commands in a remote machine, and to move files from one machine to another.  It provides strong authentication and secure communications over insecure channels.  It is intended as a replacement for rlogin, rsh, and rcp.

SSH protects the user from illicit network snooping ("packet sniffing"), whereby un-encrypted passwords and text can be read by unscrupulous persons.

SSH is most useful for logging into a UNIX computer from a Windows or Mac computer or from another UNIX computer, where the traditional 'telnet' and 'rlogin' programs would not provide password and session encryption; the Raytheon administrative personnel tend to use SSH exclusively in preference to telnet or rlogin, except in cases where SSH is not available.

SSH serves a purpose that is similar to Kerberos, but it works consistently amongst different operating systems and is easier to administer (no ticket server is required; sysadmin privileges are not required to set it up).

Using SSH on UNIX and CYGWIN
Using SSH is as simple as using telnet or rlogin:

· Login to system.ray.com

ssh system.ray.com
· Login to system.ray.com as the user “otheracct”
ssh system.ray.com -l otheracct
· Login to system.ray.com and run emacs
ssh -f system.ray.com emacs
· Start an xterm and login to system.ray.com

xterm -e ssh system.ray.com
Using SSH on Windows

There are several clients for Windows.  CYGWIN give the entire UNIX feel but can be inconvenient to many users.  For these people, PuTTY is recommended for it’s ease of use.
